MunucreperBo obpazoBanust u Hayku Pecriydnunku Jlarectan
locynapersernoe GropkeTHOE podeccHonabHOE 00pa3oBaTebHOe yUpekKIeHHe
PecryGmuxu Jlarectan
«Kusnspekuit npodeccHoHaIBHO-TIEIAarOrHYECKHH KOJIIE/IK»

®OH/I OUEHOYHBIX CPEJACTB

no yuebnoii ancuuninne OIL02 Opranu3aunonno - npaBoBoe
obecnevyenne HHGPOPMALHOHHOI 0€30M1ACHOCTH

Kox n nanmenoBaunue crenuansHoctd (mpodeccun): 10.05.02 O6ecneyenue
MH(OPMalMOHHOH 6€301acCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

Dopma obyuenus

Kusnsip, 207,



QoH1  OUCHOWHBIX cpefcTB  paspaboran  Ha  octoBe  (eepatbHOrO
FOCYAPCTBEHHOrO 0BPa30BATEBHONO CTAHAPTA CPEHEro MPOdecCHOHATHHOMO
ofpasosanus mo  cnemmansrocti/npodeccrn IO (10.05.02 Obecneyerine
HH(OPMALHOHHOI 0€30MaCcHOCTH ABTOMATH3HPOBAHHBIX CHCTEM)

Paspaborumxu:

Maxraes IIL1., mpenoxasarens [ BIIOY PJLKIITIK

(ecmo pabomei) (anupaesas doaxcuocm) (umujuarsi, ghamuius)

Pacemorpero 1 ogo6peno TILK _mpodeccHoHaTbHbIX AHCUAIHH 110

TeXHHYECKHM CIIeIHATBHOCTAM
[Tpotokon Ne 7 o 0§ 20 Zr.

Tpencenarens [TIK _ Pamkabosa A.H. / / 2/ |
(PHO) (nodnuce)




1. OO0mue moJoKeHUud

Konrponbno-onienounsie  cpencrsa (KOC) mnpenHasHadueHbl s KOHTPOJII M OLECHKHU
00pa3oBaTEeNbHBIX  JOCTWKCHHN  OOYJarOIMXCsl, OCBAaMBAKIIUX MpPOTpaMMmy  y4eOHOU
JUCUHUTUIMHBI OIl.02  OpraHu3zanMOHHO-TIpaBOBOE  oOecrmeueHue  WHGOPMALUOHHOM
0€30MacHOCTH.

KOC BxmrouaroT wmartepuainbl A IPOBEACHUS TEKYIIEro, pPYyOEeKHOTO KOHTPOJII H
NPOMEXYTOUHOMU arTecTanuu B popme nuddepeHIpOBaHHOTO 3a4eTa.

2. CTpyKTypa KOHTPOJbHBIX 3aJaHU i
2.1. TunoBsble 3aJaHUS ISl TEKYIEr0 KOHTPOJIS:

Bomnpocer myist yetHoro ompoca no Teme CepTudUKanus U arrecTanus Mo TpeOOBaHUSIM
0e30macHOCTH HHPOPMaIH

1. Opranu3anuoHHasi CTPYKTypa CHCTEMbI CEPTU(PUKAIMN CPEICTB KpUNTOTpaduuecKon
3alIUTHl THPOPMAIHH.

2. HazoBute BUABI W CXEMbl CEpTHPUKANUHA CPEJICTB KPUNTOTrpapUIECKONW 3allUThI
uHpOpMaLUH.

3. KakoBbl pyHKIIUU OPraHOB cepTU(UKAINK, UCIBITATSIHLHBIX JJA0OPATOPHH U 3asBUTEICH
B CHUCTEME CepTH(HKAINK CPEICTB KpUNITOrpapruuecKon 3auThl HHPOopMauu?

4. OcobeHHOCTH TMOpsAAKa TOATOTOBKM M MPOBENEHUS CepTUPHUKALUU  CPEACTB
Kpunrorpad@uueckoi 3amuThl HHGHOPMAIUH.

5. Buapl koHTpossi B 00nacTH cepTU(HKAUKM CPEACTB KPUNTOTPa)UUECKOW 3aIlUThI
nHbOpMAIIH.

6. Ha xakoii cpok BeIaeTcs cepTudukar?

7. HazoBuTe npu4HHbI NPUOCTAHOBJICHUS UM aHHYJIMPOBAaHUS IEHCTBUS cepTU(dUKaTa.

8. Kakue cpeactBa oTHOCATCS K MHU(PPOBATLHBIM?

9. Yto OTHOCHTCS K 3aKpPBITHIM TEIEKOMM YHUKAIIMOHHBIM CHCTEMaM U KOMILIEKCam?

10. [Jaiite ompeneneHue arrecTalud O0BEKTOB HWH(OpMaTH3alMK 1O TpPeOOBaHHIM
Oe3omacHoCTH HH(pOpMaIUH.

11. Bune! arTecTanuy moMenieHui 1mo TpeboBaHusIM 06€30MacHOCTH HH(POPMAIIHH.

12. Kakue rmomMenieHus noyiexar o0s3aTeIbHON arrecTaun?

13. Ilopsinok mpoBeleHUs aTTecTallMy MOMENEHUH 1o TpeboBaHUsIM Oe30MacHOCTH
uHpOpPMAITIH.

14. Kakas moxyMeHTalusl MpeACTaBIsSeTCs Oprany 1o aTrecTaiuu’?

15. Coneprkanue 3aKII0YEHHSI ATTECTALIMOHHOM MPOBEPKH MOMEIIECHUSI.

16. Coneprkanue MPOTOKOJIA ATTECTAIIMIOHHBIX UCTIBITAHUI TTOMEIICHHUS.

17. ConeprkaHue aTTecTaTa COOTBETCTBHUS Ha 0OBbEKT HH(POPMATH3AIUH.

HpaKTI/I‘{eCKaH pa60Ta IloaroroBka JAOKYMCHTOB K aTTeCTallun 00BEKTOB I/IH(i)OpMaTI/BaHI/II/I
KOHTpOJ'ILHLIe BOIIPOCHI:

1. OpFaHI/BaI_[I/IOHHaf{ CTPYKTYpa CHUCTCMBIL CepTI/Iq)I/IKaI_II/II/I TCXHUYCCKUX, MPOTrpaMMHO-
TCXHUYCCKHX, MpOTrpaMMHBIX ABTOMATHU3HUPOBAHHBIX CHUCTEM u JIOKAJIbHBIX
BBIUHCIUTENIBHBIX CETEH Ha COOTBETCTBHE Tpe6OBaHI/I}IM 1o 0€30IMaCHOCTH I/IHCI)OpMaI_II/II/I.



5.

6
7.
8.
9.

HazoBure BHIBI M CXEeMbI CEpTH(PUKALNU CPEACTB BHIYUCIUTEIBHON TEXHUKH W CBSI3H IO
TpeOOBaHUSIM 0€30TACHOCTH HH(POPMAIIHH.

KakoBbl QyHKIIMHM OpraHOB CepTHU(HUKAIMH, UCIBITATEIbHBIX JTA00OpaTOpHUil U 3asBUTENCH B
cucTeMe CepTU(UKAIMU CPEICTB BBIYMCIUTEIBHOW TEXHUKM M CBS3M 1O TpPeOOBaHUIM
6ezonmacHocty nHMGOpMAIN?

OcoOeHHOCTH ~ TOpsAKa  MOJrOTOBKM W TNPOBEACHHS  CEPTU(UKAUU  CPEICTB
BBIUMCIIUTENFHON TEXHUKH U CBSI3H 110 TPeOOBaHMSIM 0€3011aCHOCTH WH(OPMALIUH.

Buapl KOHTpOIS B 001aCTH CepTH(HUKAIMUA CPEICTB BHIYUCIUTEIILHOW TEXHUKH U CBS3U IO
TpeOOBaHUSM 0€30TaCHOCTH HWH(POPMAIIHH.

Ha xaxoii cpox BeIaercst cepruduxar?

Ha3zoBuTe npu4nHBI NPUOCTAHOBJICHHUS WM aHHYJIUPOBAHUS JICHCTBHS CepTUHUKATA.
HasoBute nokasaTeny 3alnuIEHHOCTH.

CKOJIBKO KJIACCOB 3aAIIUIIEHHOCTH CYIIECTBYET?

10. Chopmynupyiite TpeOOBaHUS K MTOKA3ATEISIM 3aIIHIICHHOCTH.

2.2. TunoBble 3a1aHNUS ISl pPy0Oe:KHOTO KOHTPOJIS:

Bompocsr mnsi yerHoro ompoca mo paszneny «lIpaBoBoe oGecnedeHue WH(POpPMaAIMOHHON
0e30macHOCTH»

1. Oxapakrepusyiite HHGOPMAIUIO U €€ OCHOBHBIE MTOKA3aTelH.

2. Kakue cymecTByIoT MOJAX0/Ibl K ONPEAETICHUI0 MOHATHUS «HHGOPMALIUS.

3. B dem 3axmrovaercs ABYEIWHCTBO JAOKYMEHTHPOBAHHOW HMH(OpPMAIUHM C TPABOBOM
TOYKH 3PEHUSL.

4. JlaiiTe XapakTepUCTUKY CIEAYIOIMIMX BHUJIOB HHQOpPMAIMHU: JOKYMEHTHPOBAaHHA,
KoH(uACHIIHaTbHAas!, MacCOBasl.

5. K kakomy Bumy mHbOpMaIMi OTHOCHUTCS 3allMCaHHBIN Ha Oymare TEKCT MpOrpaMMBbl

st OBM?

HazoBute ocHOBHBIE BUIbI KOH(GUICHIMATBLHOW HH(POPMALIUH.

7. Kakue cBeneHusi, B COOTBETCTBUU C 3aKOHOJATEIHLCTBOM, HE MOT'YT OBITh OTHECEHBI K
uHpOpPMaILUK ¢ OTPAaHUYEHHBIM JI0CTYIIOM?

8. Kakue cBoiicTBa uHpOpManuu ABIAIOTCS HauOoJiee BAXKHBIMM C TOYKU 3pPEHHS
obecrieueHus ee 6€30MacCHOCTH?

9. OxapakTepusyiiTe MECTO TMPABOBBIX MEp B CHUCTEME KOMIUIEKCHON 3alllUThI

o

nHbOpMaIUH.

10. HazoBuTe OCHOBHBIE IIEJTM TOCyIapcTBa B 00JacTH oOecneueHus] HHPOPMAIMOHHO I
0€30MacCHOCTH.

11. [Tepeuncnure OCHOBHBIC HOpPMAaTHBHBIC akThl P®D, cBsA3aHHBIC C MPABOBOM 3aIUTOM
uHbOpMaIUH.

12. Kakoii 3aK0oH onpeenser MoHATHE «O(UIHATbHBINA JOKYMEHT»?

13. Kakoii 3aKoH onpeaenser MOHATHE «3JIEKTPOHHBIM JOKYMEHT»?

14. B TexcTe Kakoro 3akoHa MpHUBeJIeHA KiacCu(UKAIUA CPEICTB 3alUThl HHPOpMaLuu?

15. Kakue rocynapcTBEHHbIE  OpraHbl  3aHHMAIOTCS  BONpOCaMU  oOecredeHus
6e30macHOCTH MH(OPMALIMU M KaKHe 3a7]a4ll OHU pelaroT?

16. HazoBute ocHOBHBIE MOJI0keHUs JJOKTpUHBI HH(OpMaIIMOHHOK 6e30macHoCcTH PO.

17. HazoBuUTE COCTABIIAIOIINE TIPAaBOBOIO HHCTUTYTA FOCYIapCTBEHHON TallHBI.

18. B kakux ciyyasix HeJb3s OTHOCHTh MH(POPMALIUIO K TOCYIapCTBEHHON TaliHe?
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Kakas cucrema 0003HaYeHMS CBEJICHUH, COCTABISIOMIMX TOCYAAPCTBEHHYIO TalHY,
npuHsTa B PO?

HazoBute rpynny BuaoB yuep0Oa, BO3HUKAIOLIETO IPU YTEUKE CBEICHMUI,
COCTaBJIAIOIINX F'OCYJapCTBEHHYIO TalHY.

. [laiite omnpenenenne CcUCTEMBI 3alUUTBl I'OCYAAPCTBEHHOM TallHBI M YKaKHUTE €€

COCTaBJISAIOLHE.
UTO B COOTBETCTBUM C 3aKOHOIATENbCTBOM PD mipescTaBiiser co0oil 3aceKpeunBanme
uH(pOpMALIUHL.

[lepeuncinuTe OCHOBHBIC PUHIUIIBI 3aCEKPEUNBAHUS HHPOPMAITHH.

UYro moHnMaercst noJ npohecCHoOHAILHOW TalHO?

Kakue BubI mpodecCHOHATBHBIX TaH BaM U3BECTHBI?

B yem 3aknirodaercs pasHHUIA MEKIY MOHATHEM «KOH(pUIEHIMATbHAs UH(GOpMAIHSI»
U «TaifHa»?

B ueM cocTOWT CIOXHOCTH CIY’)KEOHOM TalHBI C TOYKH 3PEHUS OIpPEICIICHUS ee
NpaBOBOTO pexxuma?

UYro mpencraBisieT co00it aneKTpoHHas H(POBast MOIHICH?

KaxoBbl OCHOBHBIE OCOOEHHOCTH MPABOBOTO PEXUMA SJIEKTPOHHOTO TOKYMEHTa?
HazoBute ocHOBHbIE OrpaHUYEHUSI HAa UCIIOJIb30BAHUE AIEKTPOHHBIX JOKYMEHTOB?

Bompocsr s yetHOTO omnpoca mo paszueny «JIumeHsupoBaHue u cepTHdukanus B 00IacTu
3aIUTHl HHHOPMAITHID

1.

2.

S
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CdhopmynupyiiTe OCHOBHBIC TIOHSTHS, TPHHATHIE B Ccdepe ToCyIapCTBECHHOTO
JIMIIEH3UPOBAHUS B 00JIaCTH 3aIIUTHI HH()OPMAITUH.

OpraHu3anoHHass CTPYKTypa CHCTEMBl TOCYJApCTBEHHOTO JIMIICH3UPOBAHHS B
o0yacTy 3anuThl HHPOpPMAIIUH.

DyHKIIMK TOCYJApCTBEHHBIX OPraHOB IO JIMIEH3UPOBAHUIO B OOJACTH 3al[UTHI
nHbOpMaIUH.

DyHKIMK JIMIECH3MOHHBIX [EHTPOB [0 JIMIICH3UPOBAHUIO B OOJIACTH 3aIlUTHI
uHbOpMaIUH.

[IpaBa u 00s13aHHOCTH JINIICH3UATOB.

[lopsinok  mpoBencHUs JMICH3UPOBAHMS ¥ KOHTPOJS 32  JCSTEIbHOCTHIO
JIUIICH3UATOB.

Ha3zoBwure cirydau mprOCTaHOBIJICHUS WIIU MPEKPAIICHUS ICHCTBHS JTUIICH3UU.

B kakux ciydasx npeAnpusTHIO OTKA3bIBAIOT B BbIIAYE JIMIICH3UU?

Kakue 1oKyMeHTBI IPEI0CTABISIOTCS VISl TOTYYCHUS JIUIICH3UU?

. KaxoBbl ocobennoctu JJUOCH3UPOBAHUA ACATCIBHOCTH 110 BBISABJICHHIO J3JICKTPOHHBIX

YCTPOWCTB, TpEJHAa3HAYEHHBIX JUIi HETrJIACHOIO TIIOJIydeHUS WHQPOpPMaluH, B
MOMEIICHUSIX U TEXHUYECKUX CPeACTBaxX?

Kaxkue cpeznctBa oTHOCATCS K U (POBATEHBIM?

KakoBbl 0COOEHHOCTHM JHMIIEH3UPOBAHHUS BHUJOB JIEATEIBHOCTH, CBS3aHHBIX C
1M (ppOoBaTbHBIME (KpUNITOrpaUIecKUMHU) CpeicTBaMu?

HazoBure nuueH3MOHHbIE TpeOOBaHMS M YCIOBUS TPH  PAaCHpOCTPaHEHUH
mU(POBATBHBIX (KPUNTOrPaQUIECKUX) CPEICTB.

Ha3zoBure nuileH3MOHHBIE TPEOOBAHUS U YCIOBHS MPHU OCYLIECTBICHUU pa3pabOTKH,
MNPOU3BOJCTBA MIH(PPOBATBHBIX (KPHUNTOrPa)UUECKUX) CPEACTB, 3alIMIICHHBIX C
UCTIOJIb30BaHNEM MIH(POBATBHBIX (KPUNTOrPAPHUSCKUX) CPEICTB HHOOPMAIIMOHHBIX
U TEJIEKOMM YHUKAI[IOHHBIX CUCTEM.



15. Ha3oBuTe JMIEH3MOHHbIE TPeOOBaHHWS M YCIOBHS INPH NPEAOCTABICHUU YCIYT B
oOnactu mudposanus HHGOpMALUH.

16. Ha3oBuTe NMUIIEH3MOHHBIE TPEOOBAHNUS U YCIOBHSI IIPU OCYIIECTBICHUH JCATEILHOCTH
[0 TEXHUYECKOMY 00CTYKUBAHUIO MIUPPOBATIBHBIX (KPUOTOrPAPUUECKUX) CPENICTB.

2.3. Tunosble 3aJaHUA 1JIA MIPOMEKYTOYHOI'O KOHTPOJIA:

10.
11.

12.

13.
14.

15.

16.
17.

Bomnpocsl 1151 moAroToBkM K 1u¢¢epeHnpoOBaHHOMY 3a4eTy

[MonsiTe aBTOMATU3UPOBAHHOW (MHPOPMAIMOHHOW) cHCTeMbl OTIMYUTENbHBIC YEPTHI
ANC nanbosiee yacTo UCHOJB3YEMbIX KJIACCU(PHUKALMIA: 0 MacliTaldy, B 3aBUCUMOCTH OT
xXapakTepa HH(QOPMAIMOHHBIX PECYpPCOB, MO TEXHOJOTHUH OO0pabOTKU JaHHBIX, IO
crnoco0y JocTtyna, B 3aBUCUMOCTH OT OpraHU3alMd CHCTEMbI, [0 XapakTepy
ucrnojbp30Banus uHopmamuu, o chepe npumenenus. [Ipumepsr obnaacrelt npuMeHeHUs
ANC.

[Ipoueccet B AUC: BBOA, 00paboTka, BbIBOJ, oOpaTHas cBsi3b. TpeboBanus k AUC:
THOKOCTh, HAJIEKHOCTH, 3PHEKTUBHOCTH, O€30TTACHOCTb.

OcHOBHBIE 0COOEHHOCTH COBPEMEHHBIX npoektoB  AUC. DJIEKTPOHHBIH
JTOKYMEHTOOOO0POT.

[Tonarue xxu3nennoro mnukiaa AWC. Ilpoueccwl xuszHenHoro mukia AWC: ocHOBHbIE,
BCIIOMOTaTEbHbIE, OPTraHN3alMOHHBIE.

Cranuu xuzHeHHoro nukia AVC: MmonenupoBanue, yrpaBieHUe TpeOOBAaHUIMH, aHATHU3
U IPOEKTUPOBAHKE, YCTAHOBKA U COIIPOBOXKICHUE.

Monenu xxusHennoro nukiaa AVNC.

3ajaud W dTanbl NPOEKTUPOBAHUS AaBTOMATH3MPOBAHHBIX CHUCTEM B 3allUIIEHHOM
UCTOJNIHEHUH. Meroponoruun  mnpoekTupoBaHus. Opranuzauus pabotr, (QyHKUMN
3aKa34MKOB U Pa3pabOTYHKOB.

TpeboBaHus K aBTOMATU3UPOBAHHOM CHCTEME B 3aIMIIIEHHOM UCIOJIHEHUU.

PaGoTbl Ha cTagusax M 3Tamax CO3laHUs aBTOMATU3MPOBAHHBIX CHUCTEM B 3alUILEHHOM
UCTIOJIHEHUH.

TpeboBanus No 3amuTe CBEICHUH O CO37aBaeMOil aBTOMAaTU3UPOBAHHOM CUCTEME.
[loreHunanbHbple Yrpo3bl 0€30M1aCHOCTH B aBTOMATH3MPOBAHHBIX cucTeMax. Mcrounukn
U 00BEKTHI BO3JICHCTBUS YTPpO3 0€3011acCHOCTH UH(OPMAIIHH.

Kpurepun knaccuduxauuu yrpos3. MeTojsl OLIEHKM ONAcHOCTH yrpo3. baHk AaHHBIX
yrpo3 6e3omacHocTd HH(popMauu

IonsiTre ya3BuMocTH yrpo3sl. Knaccuukarus ysi3BUMOCTEH.

Opranu3zallMoOHHbIE, INpaBOBble, MpPOrpaMMHO-aNNapatHble, KpUNTOrpaduveckue,
TEXHUUYECKUE MEPHI 3aIIUThl HHPOPMALIUK B aBTOMATU3UPOBAHHBIX CHCTEMaX.
HopmaruBHo-nipaBoBast 0a3a s ompeAeieHHs Mep 3alluThl HHQOpMamuu B
aBTOMATH3MPOBAHHBIX MH(OPMAIIMOHHBIX CUCTEMAaX U TPeOOBaHUI K HUM
Wnentudukanus u ayreHTH(GUKAUA CYyOBEKTOB JIOCTYNA U 0OBEKTOB JOCTYIA.
VYrpasiieHue JOCTyNOM CyObEKTOB AOCTYNA K 00bEKTaM JI0CTYIA.
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OrpannueHre NporpaMMHOMN CpeIbl.

3amyTa MalIMHHBIX HOCHTENEH HHPOpMaLuu

AntuBupycHass  3ammTta. OOHapyKeHHWE TPU3HAKOB  HAJIMYUS  BPEIOHOCHOTO
MPOTrPaMMHOTO 00eCTIeYEHUSI.

Peanuzauus antuBupycHoi 3amutel. OOHOBJIEHHE 0a3 TaHHBIX IPU3HAKOB BPEIOHOCHBIX
KOMIBIOTEPHBIX MPOTPAMM.

Ob6napyxenue (mpeA0TBPAILICHUE) BTOPKEHUM

Koutposib (aHanu3) 3anuiieHHoCTH HHPOPMAaLuu

Obecnedenue 1eI0CTHOCTH MUHPOPMALIMOHHON CUCTEMBI U HH(pOopMaLuu

Obecnedenue 10CTYNHOCTH HH(OPMALIUU

Texnonorun Bupryanmzanuu. llems cos3manms. 3amadd, apXUTEKTypa W OCHOBHBIC
¢bynkun. [IpenmyinecTsa oT BHEAPSHHUS.

3ammTa TeXHUYECKUX CPEJICTB.

3ammTa HHOPMAIIMOHHOM CUCTEMBI, €€ CPENICTB, CUCTEM CBSI3U U TEepeavn JaHHBIX
Pe3epBHOE KONMMpPOBaHNE W BOCCTAHOBIICHHUE JTAHHBIX.

CompoBoskJIeHHE aBTOMATH3HUPOBAHHBIX CHCTEM. YTIPaBICHHE PHCKAMU W MHIUJACHTAMH
ynpaBJeHHs 0€30MacCHOCTHIO.

OOmme TpeOoBaHMS TI0 3alIUTE TEPCOHANBHBIX MaHHBIX. COCTaB W Co/ep)KaHHe
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep MO0 3almure HH(POPMALMOHHBIX CHUCTEM
[EPCOHAIBHBIX JIaHHBIX.

[Topsimok BbIOOpa Mep MO oOecrneueHnio Oe30MacHOCTH TEPCOHANBHBIX JIaHHBIX.
TpeGoBanusg mo 3amMTe NEPCOHANBHBIX JAHHBIX, B COOTBETCTBUM C YPOBHEM
3alIUIIEHHOCTH.

Ananu3 uHGOPMaLMOHHON HHQPPACTPYKTYpbl aBTOMAaTHU3MPOBAHHON CHCTEMBI U €€
0€30MacHOCTH.

Meto/1bl MOHMTOpPUHra M ayAWTa, BBISBIEHUS yrpo3 HMH(OPMAIMOHHON 0e30IacHOCTU
aBTOMATH3MPOBAHHBIX CUCTEM.

ConepxaHue W TOPSIJOK BBIIOJHEHUS paboT 1o 3amure HHGOpMAlMU HOpuU
MO/IEpHU3ALMH ABTOMATU3UPOBAHHON CUCTEMBI B 3aLIUIICHHOM UCIIOJIHEHUH

3agaun U GYHKIUHM aIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMATHU3aLUs
YIIPABIEHUS CEThIO.

Opranuszanus aIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. AJMMUHUCTPATUBHBIHI
HepcoHall U paboTa C MOJIb30BATEISIMH.

VYnpasiieHue, TECTUPOBAHKE U IKCIUTyaTalllsl aBTOMAaTU3UPOBAHHbBIX CHCTEM.

Merto1b1, ciocoOBI U cpeicTBa 0OeceYeHusI 0TKa30yCTOWYMBOCTH aBTOMATU3UPOBAHHBIX
CHCTEM.

ConepxaHue M TMOPAIOK JEATEIbHOCTH MEpcoHaja MO S3KCIUTyaTallud 3allUIIEeHHbIX
aBTOMATH3MPOBAHHBIX CHUCTEM U TOJCHCTEM O€30MaCHOCTH AaBTOMAaTU3WPOBAHHBIX
CHCTEM.

Oommue 00513aHHOCTH aJMMHHCTpaTOpa UH(POPMAIMOHHOHN 6ezonacHoCTU
aBTOMATH3HPOBAHHBIX CUCTEM.

OcuoBubie npuHIUIb! 3amuTel 0T HCJI. OcHoBHBIE crioco6sr HCI.
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OcHoBHBIC HampaBieHus ooecrneueHus 3amutel o1 HCJ[. Opranusanus paboT 1o 3amure
ot HCJI.

OcHOBHBIE XapaKTEPUCTUKH TexHuuyeckux cpeactB 3amutbl or HCJl. Opranuzanus
pabort no 3amute ot HC/I.

Knaccudukanus aBToMaTu3upoBaHHBIX cucTeM. TpeboBanus 1o 3amuTe HHOOPMAIHU OT
HCH nna AC

Tpebosanus 3amumennoctu CBT ot HC/I x ungopmanuun

TpeboBaHuss K cpeAcTBaM 3alllUThl, OOECIEUMBAIOMIMM O€30M1aCHOE B3aUMOJICHCTBUE
cereit OBM, AC nocpencTBOM yIpaBlIEHHS MEXKCETEBBIMU MOTOKaMH HH(QOpMAalUU, U
peann30BaHHBIX B BUjae MO

Mopenu ynpaBieHus: JOCTYIOM.

HaznaueHune u OCHOBHBIE BO3MOKHOCTH CHCTEMBI 3aIUThl OT HECAHKIHOHHUPOBAHHOTO
JocTyna. ApXUTEKTypa M cpeiactBa ymnpaieHus. OOLIMe NpPUHLMIBIL YIpaBIEHUS.
OCHOBHBIE MEXaHNU3MBI 3aIUTHI. Y IPaBJICHUE YCTPOHUCTBAMH.

Kontponps anmaparHoil koHpurypauuu kommbloTepa. M30uparenbHoe pasrpaHudeHue
JIOCTyNa K YyCTPOUCTBAM.

VYnpaBieHue AOCTYIIOM M KOHTPOJIb MeyaTH KoHpuAeHInaapHoi nHpopmanuu. [Ipasuna
paboTel ¢ KOHQUACHUUAIbHBIMU pecypcamu. HacTpoiika mexaHu3Ma MOJHOMOYHOTO
ynpaBlieHus 1ocTynoM. Hactpoiika peructpaiuu coObITHIA.

VYnpaBieHue peXUMOM IOTOKOB. YTpaBjieHHE PEKUMOM KOHTPOJIA  IedaTu
KOHGUACHIUATbHBIX TOKYMEHTOB. YTpaBiieHue rpudamMu KoHQUIEHIUaTbHOCTH.
Obecneuenne NeNOCTHOCTH HH(DOPMAITMOHHON CUCTEMBI 1 HH(POPMAITUH
[lenTpanu3oBaHHOE yIpaBICHUE CUCTEMO 3aIUThI, OTIEPATUBHBIA MOHUTOPUHT U ayIUT
0e30macHOCTH

MexaHu3MblI 3aIIUTHl HH(OOPMALIUH.

Texnonoruu 6e30mnacHOCTU OECIIPOBOIHBIX CeTel M YHU(DULIMPOBAHHBIE PELICHHUS.
[Iporokonmsl ¥ (GyHKIMHM, OpPUMEHSEMblE B MEXKCETEBBIX OSKpaHaX U HHTEPHET-
MapIIpyTU3aToOpax.

ITpotokoser IGMP u UPNP. KadyectBo obcnyxuBanus u Texuosorus SharePort.
QunbTpaiys Tpaduka U BUPTyalbHbBIE CETH.

Texnonorusi mpeoOpazoBaHus CETEBHIX aapecoB, Mexanu3Mbl PAT u NAT.

®ynkiuu IDP, WCF, AV u texnomnorus ZoneDefense.

OcCoOEHHOCTH MPUMEHEHUS MEKCETEBBIX IKpPAaHOB M MapiipyruzatopoB D-Link.

. Yopasnenue mexcereBbiMu 3kpanamu D-Link NetDefend.
64.

OCHOBHBIE  DKCIUIyaTallUOHHBIE JOKYMEHTHI 3alUIIEHHBIX aBTOMAaTU3MPOBAHHBIX
CHCTEM.

PazpaboTka u  BeJeHHWE  HIKCIUIyaTallMOHHOW  JOKYMEHTallMM  3al[UIIEHHbIX
aBTOMATH3MPOBAHHBIX CUCTEM.

AKT BBOJIa B 9KCIUTyaTaI[MI0 HA aBTOMAaTHU3UPOBAHHYIO CUCTEMY.

TexHudeckuii MacnopT Ha 3alIUIIAEM Y0 ABTOMAaTU3UPOBAHHYIO CUCTEMY.

OcHOBHbIE CepTHU(PUIMPOBAHHBIE MPOTPAMMHO-AINAPAaTHBIE CpPEACTBAa IO  3alIUTe
uH(pOpMaLuy, X Ha3HaUeHHe, (YHKIUHU, HACTPOIKa, TPUMEHEHHE.



